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http://www.theregister.co.uk/2011/11/03/apple_employee_fired/ 
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Mr. Crisp worked at an Apple Retail store in the UK. 

He posted negative comments about Apple on his Facebook page and marked them 

PRIVATE. 

} First because "Apple had in place a clear social media policy and stressed in their 

induction process that commentary on Apple products, or critical remarks about 

the brand were strictly prohibited". 

} Despite having "private" Facebook settings, the tribunal decided that there was 

nothing to prevent friends from copying and passing on Crispôs* comments, so he 

was unable to rely on the right to privacy contained in Article 8 of the European 

Convention on Human Rights (covered in the UK by the Human Rights Act 1998). 

He retained his right to freedom of expression under Article 10, but Apple 

successfully argued that it was justified and proportionate to limit this right in order 

to protect its commercial reputation against potentially damaging posts. 
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http://www.readwriteweb.com/archives/social_network_profile_costs_woman_college_degree.php 
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http://consumerist.com/2009/05/new -zealand -bank -error - fugitives - foiled -by - facebook -status -update.html  
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http://www.theolivepress.es/spain -news/2011/08/26/facebook -photo -blunder - leads - to -
mafia -arrest - in -marbella/  
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http://charlotte.cbslocal.com/2011/09/29/n -c-mans - facebook -photo - leads - to -arrest/  
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http://www.huffingtonpost.com/2010/08/16/arrested -over - facebook -po_n_683160.htm  
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Facebook can hurt your Credit Rating 

You know those deadbeat friends of yours on Facebook? They could end up killing your credit 
score and costing you a loan. At the very least, your no-account pals could bump up your interest 
rate. 
ώΧϐ ŘŜǘŀƛƭǎ the efforts of several online banks that plan to analyze your social media profiles to 
ŘŜǘŜǊƳƛƴŜ Ƙƻǿ ōƛƎ ŀ ŎǊŜŘƛǘ Ǌƛǎƪ ȅƻǳ ŀǊŜΦ LǘΩǎ ȅŜǘ ƳƻǊŜ ŜǾƛŘŜƴŎŜ ǘƘŀǘΣ ǳƴƭƛƪŜ [ŀǎ ±ŜƎŀǎΣ ǿƘŀǘ 
ƘŀǇǇŜƴǎ ƻƴ CŀŎŜōƻƻƪ ŘƻŜǎƴΩǘ ǎǘŀȅ ƻƴ CŀŎŜōƻƻƪ ς and could come back to bite you in 
unexpected and unpleasant ways. 
 
Iƻǿ ŀǊŜ ōŀƴƪǎ ƎƻƛƴƎ ǘƻ ǳǎŜ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴΚ CƛǊǎǘΣ ǘƘŜȅΩǊŜ ƎƻƛƴƎ ǘƻ ǳǎŜ ȅƻǳǊ ŦǊƛŜƴŘǎ ƭƛǎǘ ǘƻ ǘǊƻƭƭ 
for future prospects. If you just took out a line of credit against the equity in your house, maybe 
your friends will too ς ŀǎǎǳƳƛƴƎ ǘƘŜȅΩǾŜ Ǝƻǘ ŀƴȅ Ŝǉǳƛǘȅ ƭŜŦǘΦ 
 
It gets worse. LŜǘΩǎ ǎŀȅ ȅƻǳ Ŧŀƭƭ ŀ ŦŜǿ ƳƻƴǘƘǎ ōŜƘƛƴŘ ƻƴ ȅƻǳǊ ǇŀȅƳŜƴǘǎ ŀƴŘ ȅƻǳΩǾŜ ŘŜŎƛŘŜŘ ǘƻ 
banish the bill collecting goons to voice mail. Hong Kong-based micro-lender Lenddo ς which 
asks for your Facebook, Twitter, Gmail, Yahoo, and Windows Live logons when you sign up τ 
reserves the right to rat you out to all your friends 
  
- http://www.pcworld.com/article/246511/how_facebook_can_hurt_your_credit_rating.html 
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} Burglary Ring in Nashua, NH committed 50 break-ins, stole $100,000+.  

Targeted victims who posted their location on Facebook. 

http://gawker.com/5635046/real+life-burglary-ring-uses-facebook-to-choose-victims 

 

 

} Adam Savage, Mythbusters, posted photo of his new truck, parked in front 

of his house.  Fans (and crooks!) discover his address via GeoTags 

embedded in the photo. 

http://text.broadbandreports.com/forum/r24657556-MythBusters-stalked-down-

with-geotag-photos 

 

Burglary Ring uses Facebook to choose 
victims 

14 
Raj Goel, CISSP / raj@brainlink.com / 917 - 685 - 7731  

©2011 Raj Goel  14  



brainlink  
You run your business and leave the IT audits to us. 

Facebook leaked userôs real names to 
advertisers 

Oct 14, 2010 - The personally identifiable information was relayed in referrer 

headers that were sent over three months to advertisers when users clicked on 

banner ads, according to an amended complaint filed this week in US District 

Court in San Jose, California. The header, which is included in URLs that lead 

to an advertising webpage, shows the Facebook address the user was 

browsing when he encountered the ad. The information is designed to help 

advertisers serve content that's geared to his age, location and interests. 

 
http://www.theregister.co.uk/2010/10/14/facebook_privacy_complaint/  
 

NOTE: Googleôs doing this as well.  Claims itôs standard practice. 
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http://www.guardian.co.uk/technology/2011/mar/08/facebook -us-divorces  
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http://www.dailymail.co.uk/femail/article -2080398/Facebook -cited -THIRD -divorces.html  
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ƷAccording to the American Academy of Matrimonial Lawyers, 81% have used 

or faced evidence from Facebook, MySpace, WOW, Twitter, LinkedIn, etc.  See 

http://kotaku.com/5576262/farmville-world-of-warcraft-are-divorce-lawyers-

latest-weapons-in-court  and http://www.usatoday.com/tech/news/2010-06-29-

facebook-divorce_N.htm?loc=interstitialskip  

 
For example 

1. Father seeks custody of the kids, claiming (among other things) that his ex-

wife never attends the events of their young ones. Subpoenaed evidence 

from the gaming site World of Warcraft tracks her there with her boyfriend 

at the precise time she was supposed to be out with the children. 

 

2. Mom denies in court that she smokes marijuana but posts partying, pot-

smoking photos of herself on Facebook. 
 

WOW & Farmville logs used in Divorces 
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Users offered no safety from Facebook - trawling . 

 

Australiaõs communications regulator has ruled that television networks 
are not breaking the industryõs code of practice when publishing photos 
lifted from a public Facebook profile.  

  

The Australian Communications and Media Authority ACMA determined 
that Channel Seven did not breach the Commercial Television Industry 
Code of Practice when it accessed and broadcasted photographs ð 
specifically in the case of a deceased person lifted from a Facebook 
tribute page, and another which broadcasted the name, photograph and 
comments penned by a 14 - year old boy . 

 
-  http://www.itnews.com.au/News/284896,acma - finds - facebook - photos - are- not - private.aspx  

ACMA finds Facebook photos are not private 
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Adulterers, beware: Your cheatin ' heart might be exposed by E - ZPass.  

E- ZPass and other electronic toll collection systems are emerging as a 
powerful means of proving infidelity. That's because when your spouse 
doesn't know where you've been, E - ZPass does.  

"E- ZPass is an E- ZPass to go directly to divorce court, because it's an 
easy way to show you took the off - ramp to adultery," said Jacalyn 
Barnett, a New York divorce lawyer who has used E - ZPass records a few 
times.  

Lynne Gold - Bikin , a Pennsylvania divorce lawyer, said E - ZPass helped 
prove a client's husband was being unfaithful: "He claimed he was in a 
business meeting in Pennsylvania. And I had records to show he went to 
New Jersey that night .ò 
 

-  http://www.msnbc.msn.com/id/20216302/  

EZPass outs cheaters in divorce court 
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Kapsch  Traffic Com AG, a transponder (i.e., E - Z Pass and IPass) 
manufacturer, filed a patent for technology to include  an inward and 
outward pointing camera . 

 

MSNBC reports that Kapsch  TrafficCom  AG, an Austrian company that 
creates transponders like E - Z Pass, which allows cars to breeze through 
tolls,  filed a patent  for technology that would include cameras in such 
devices. Cameras would point inside the car as well as out.  

 
-  http://www.theblaze.com/stories/could - your - freeway - pass- soon - contain - a- camera - that - films - you/  

Ezpass manufacturer files patent for INWARD facing 
Camera 
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} In the EU, the citizens own their data.  In the US, the corporations own the data. 

} If you ask Facebook profile data in the US, youôll get laughed at. 

} If you live in the EU however, you can request a copy of your profile data and Facebook is legally obligated to 

send it to you. www.Europe-v-Facebook.org is documenting the data that Facebook is releasing to EU users 

ï from 192 pages to 800 pages PER person. 

} From E-V-F: Every person in the EU has the right to access all the data that a company is holding about 

him/her. You can find out how to access your facebook data on the page ñyour dataéò. After we got the first 

response by facebook it was clear to us that we had to publish this information online. By doing so, we want 

to make facebook more transparent and show every user which data facebook is holding about us. 

} There is more Data. Many groups of data are not included in this first set of data we got from facebook. For 

example data concerning the ñlikeò-function, tracking on other webpages, face recognition, videos, postings 

on other users walls, indicators for the intensity of relationships, tags that were removed and many more                                                                                              

were so far not disclosed by facebook.via europe-v-facebook.org. 
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} Weôve said for years that the internet remembers forever.  Hereôs proof that Facebook embodies that 

ethoséHereôs a SMALL sampling of what Zuckerberg collects, repackages and sellsébut never 

deletesé. 

} Pokes are kept even after the user ñremovesò them. 

} Facebook is collecting data about people without their knowledge. This information is used to substitute 

existing profiles and to create profiles of non-users. 

} Tags are used without the specific consent of the user. Users have to ñuntagò themselves (opt-out). 

Note: Facebook has announced changes for this. 

} Facebook is gathering personal data e.g. via its iPhone-App or the ñfriend finderò. This data is used by 

Facebook without the consent of the data subjects. 

} Postings that have been deleted showed up in the set of data that was received from Facebook. 

} Users cannot see the settings under which content is distributed that they post on otherôs pages. 

 via Facebook: Releasing your personal data reveals our trade secrets | ZDNet . 
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http://www.dailymail.co.uk/news/article - 2070749/Facebook - security - glitch - reveals - Mark - Zuckerbergs -
private - photos.html  
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Global Trends & Challenges 
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òEverything You Say Can And Will Be Used Against 
You, By Anybody, Now Or Decades Into The 
Future.ó ð Falkvinge  on Infopolicy  
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http://www.huffingtonpost.com/2010/08/16/arrested -over - facebook -po_n_683160.htm  
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PATRIOT Act ï Global Reach 
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Irish Govt warns against using MS, 
Amazon, Google, etc. 
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http://www.networkworld.com/community/blog/privacy -advocates -sue -dhs -covert - surveillance -big -bro - fake -
friends -monitoring -social -media  
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http://techland.time.com/2012/01/12/big -brother - is-watching -document - reveals -surveillance -of -social -media -
blogs - image -sharing -sites/  
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As the price of digital storage drops and the technology to tap electronic 
communication improves, authoritarian governments will soon be able to perform 
retroactive surveillance  on anyone within their borders, according to a Brookings 
Institute report.  

 

These regimes will store every phone call, instant message, email, social media 
interaction, text message, movements of people and vehicles and public surveillance 
video and mine it at their leisure, according to " Recording Everything: Digital Storage 
as an Enabler of Authoritarian Government ," written by John Villaseno , a senior fellow 
at Brookings and a professor of electrical engineering at UCLA.  

 

That will enable shadowing people's movements and communications that took place 
before the individuals became suspects, he says.  

"For example, if an anti - regime demonstrator previously unknown to security  services 
is arrested, it will be possible to go back in time to scrutinize the demonstrator's 
phone conversations, automobile travels, and the people he or she met in the months 
and even years leading up to the arrest," the report says.  

 
-  http://www.networkworld.com/news/2011/121511 - government - surveillance - 254137.html  

Ubiquitous Surveillance from Big Brotherôs 
WAYBACK Machine 
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Threats: Web 2.0 & Social Media 
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