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http://articles.chicagotribune.com/2008-09-20/news/0809190659_1_social-networking-sites-admissions-facebook-profile 
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 Facebook allows developers access to user's full profile. 

 Every time you choose to add an application, Facebook asks you to confirm that you want to 

let this program both know who you are and access your information.  It's impossible for 

anyone to  add any application without agreeing to this set of terms.  Once you click okay, 

that application can technically access quit a bit of public and private profile information.  

 While all of the most private information (like your passwords and e-mail addresses) are kept 

on Facebook servers and require security authentication, a lot of info is available to 

applications you add.  
 

According to Facebook's Developers Terms of Use, this can include 

". . . your name, your profile picture, your birthday, your hometown location, your current location, your 

political views, your activities, your interests, your relationship status, your dating interests, your 

relationship interests, your summer plans, your Facebook user network affiliations, your education 

history, your work history, copies of photos in your Facebook Site photo albums, and a list of user 

IDs mapped to your Facebook friends."   

       - http://www.removeadware.com.au/articles/facebook-privacy-hackers/ 
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http://www.theregister.co.uk/2011/11/03/apple_employee_fired/ 
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Mr. Crisp worked at an Apple Retail store in the UK. 

He posted negative comments about Apple on his Facebook page and marked them 

PRIVATE. 

 First because "Apple had in place a clear social media policy and stressed in their 

induction process that commentary on Apple products, or critical remarks about 

the brand were strictly prohibited". 

 Despite having "private" Facebook settings, the tribunal decided that there was 

nothing to prevent friends from copying and passing on Crisp’s* comments, so he 

was unable to rely on the right to privacy contained in Article 8 of the European 

Convention on Human Rights (covered in the UK by the Human Rights Act 1998). 

He retained his right to freedom of expression under Article 10, but Apple 

successfully argued that it was justified and proportionate to limit this right in order 

to protect its commercial reputation against potentially damaging posts. 
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Users offered no safety from Facebook-trawling. 

 

Australia’s communications regulator has ruled that television networks 
are not breaking the industry’s code of practice when publishing photos 
lifted from a public Facebook profile. 

  

The Australian Communications and Media Authority ACMA determined 
that Channel Seven did not breach the Commercial Television Industry 
Code of Practice when it accessed and broadcasted photographs – 
specifically in the case of a deceased person lifted from a Facebook 
tribute page, and another which broadcasted the name, photograph and 
comments penned by a 14-year old boy. 

 
- http://www.itnews.com.au/News/284896,acma-finds-facebook-photos-are-not-private.aspx 

ACMA finds Facebook photos are not private 

Raj Goel, CISSP / raj@brainlink.com / 917-685-7731  
©2012 Raj Goel 9 



brainlink 
You run your business and leave the IT audits to us. 

http://consumerist.com/2009/05/new-zealand-bank-error-fugitives-foiled-by-facebook-status-update.html 
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http://www.theolivepress.es/spain-news/2011/08/26/facebook-photo-blunder-leads-to-
mafia-arrest-in-marbella/ 
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http://charlotte.cbslocal.com/2011/09/29/n-c-mans-facebook-photo-leads-to-arrest/ 
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http://www.huffingtonpost.com/2010/08/16/arrested-over-facebook-po_n_683160.htm 
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http://www.huffingtonpost.com/2010/08/16/arrested-over-facebook-po_n_683160.htm 
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 Farce of the Facebook spy: MI6 chief faces probe 

after wife exposes their life on Net 

 “ MI6 faced calls for an inquiry last night after an 

extraordinary lapse of judgment led to the new 

head of MI6's personal detailsbeing plastered over 

Facebook. 

 Millions of people could have gained access to 

compromising photographs of Sir John Sawers and 

his family on the social networking website. ...“ 

 
http://www.dailymail.co.uk/news/article-1197757/New-MI6-chief-

faces-probe-wife-exposes-life-Facebook.html 

Raj Goel, CISSP / raj@brainlink.com / 917-685-7731  
©2012 Raj Goel 15 



brainlink 
You run your business and leave the IT audits to us. 

 Burglary Ring in Nashua, NH committed 50 break-ins, stole $100,000+.  

Targeted victims who posted their location on Facebook. 

http://gawker.com/5635046/real+life-burglary-ring-uses-facebook-to-choose-victims 

 

 

 Adam Savage, Mythbusters, posted photo of his new truck, parked in front 

of his house.  Fans (and crooks!) discover his address via GeoTags 

embedded in the photo. 

http://text.broadbandreports.com/forum/r24657556-MythBusters-stalked-down-

with-geotag-photos 

 

Burglary Ring uses Facebook to choose 
victims 
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Facebook can hurt your Credit Rating 

You know those deadbeat friends of yours on Facebook? They could end up killing your credit 
score and costing you a loan. At the very least, your no-account pals could bump up your interest 
rate. 
[…] details the efforts of several online banks that plan to analyze your social media profiles to 
determine how big a credit risk you are. It’s yet more evidence that, unlike Las Vegas, what 
happens on Facebook doesn’t stay on Facebook – and could come back to bite you in 
unexpected and unpleasant ways. 
 
How are banks going to use this information? First, they’re going to use your friends list to troll 
for future prospects. If you just took out a line of credit against the equity in your house, maybe 
your friends will too – assuming they’ve got any equity left. 
 
It gets worse. Let’s say you fall a few months behind on your payments and you’ve decided to 
banish the bill collecting goons to voice mail. Hong Kong-based micro-lender Lenddo – which 
asks for your Facebook, Twitter, Gmail, Yahoo, and Windows Live logons when you sign up — 
reserves the right to rat you out to all your friends 
  
- http://www.pcworld.com/article/246511/how_facebook_can_hurt_your_credit_rating.html 
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In an experiment, 41% of Facebook users were willing to divulge highly personal information to a complete 

stranger. This according to IT security firm Sophos, which invited 200 randomly selected Facebookers to 

befriend a bogus Facebook user named “Freddi Staur” (an anagram of “ID Fraudster”). Of those queried, 

87 responded to the invitation, among them 82 people whose profiles included personal information such 

as their email address, date of birth, address or phone number. In total: 

 72% of respondents divulged one or more email address   

 84% listed their full date of birth  

 87% provided details about their education or workplace  

 78% listed their current address or location  

 23% listed their current phone number  

 26% provided their instant-messaging screen name  

Yikes. You’d think institutional privacy concerns would be enough to make folks think twice about 

expanding their Facebook networks with reckless gusto, wouldn’t you? Guess not.   
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http://digitaldaily.allthingsd.com/20070814/facebook-privacy/                                                     

http://www.sophos.com/pressoffice/news/articles/2007/08/facebook.html
http://www.sophos.com/images/common/misc/facebook-freddi-big.jpg
http://www.sophos.com/images/common/misc/facebook-freddi-big.jpg
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http://www.newscientisttech.com/article/mg19025556.200-pentagon-sets-its-sights-on-social-networking-websites.html
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http://www.guardian.co.uk/technology/2011/mar/08/facebook-us-divorces 
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http://www.dailymail.co.uk/femail/article-2080398/Facebook-cited-THIRD-divorces.html 
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►According to the American Academy of Matrimonial Lawyers, 81% have used 

or faced evidence from Facebook, MySpace, WOW, Twitter, LinkedIn, etc.  See 

http://kotaku.com/5576262/farmville-world-of-warcraft-are-divorce-lawyers-

latest-weapons-in-court  and http://www.usatoday.com/tech/news/2010-06-29-

facebook-divorce_N.htm?loc=interstitialskip  

 
For example 

1. Father seeks custody of the kids, claiming (among other things) that his ex-

wife never attends the events of their young ones. Subpoenaed evidence 

from the gaming site World of Warcraft tracks her there with her boyfriend 

at the precise time she was supposed to be out with the children. 

 

2. Mom denies in court that she smokes marijuana but posts partying, pot-

smoking photos of herself on Facebook. 
 

WOW & Farmville logs used in Divorces 
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“Everything You Say Can And Will Be Used Against You, By 
Anybody, Now Or Decades Into The Future.” – Falkvinge on 
Infopolicy 
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Threats: Governments & Corporations 
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Canada vs. US 

US 
HIPAA/HITECH 

GLBA 

RED FLAG 

 

 

 

 

47 States, Wash DC, 

Puerto Rico, US Virgin 

Islands Privacy Breach 

Laws 

Canada 
PIPEDA 

3 PIPA/PPIPS laws RED FLAG 
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 Voicemail 

- Similarities to clouds today 

- What have we learned from the history of 
Voicemail that might apply to clouds? 

 

 Where is your voicemail stored? 

 Do you know?  Do you care? 

 Do you TRUST your provider?   

 Should You? 
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http://www.theregister.co.uk/2011/08/08/blackberry_riots/ 
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http://www.theregister.co.uk/2011/10/28/blackberry_help_indian_government_sip_data/ 
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http://www.theregister.co.uk/2011/10/28/blackberry_help_indian_government_sip_data/ 
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The Indian government is looking to track all mobile phone users.  
 
By 2013, at least 60 per cent of the calls in urban areas would have to be accurately 
tracked when made 100 metres away from the nearest cell tower. By 2014, the 
government will seek to increase the proportion to 75 per cent in cities and 50 per 
cent in suburban and rural areas.  
For calls made 300 metres from the nearest cell tower, accurate coordinates will be 
required for 95 per cent in cities and 60 per cent in towns and villages at the end of 
two years.  
 
http://www.indianexpress.com/news/soon-govt-will-keep-track-of-where-every-
mobile-phone-user-is/912681/ 



brainlink 
You run your business and leave the IT audits to us. 

Raj Goel, CISSP / raj@brainlink.com / 917-685-7731  
©2012 Raj Goel 28 

GERMANY’S intelligence services failed to detect a gang of neo-Nazis who murdered ten people 
over several years. Never mind. They have a vice-president of the Bundestag in their sights. 
 
the spooks were busy watching the Left Party, the fourth-largest in the Bundestag. The federal 
office is monitoring 27 of its deputies, including Petra Pau (a Bundestag vice-president) and a 
member of the committee that oversees the intelligence services. The party, or affiliated groups, 
are also targets in most states. This constitutes “defamation of the opposition”, complained Jan 
Korte, a legislator on the watch list. 
There are reasons to keep an eye on the Left Party. It is the direct descendant of East Germany’s 
communists and expanded westward by attracting disgruntled Social Democrats. Although the 
party espouses “democratic socialism” it harbours some groups that seem unsure about 
democracy. It has seats in 13 state legislatures and has helped govern, mostly pragmatically, 
three eastern states. The federal agency has been watching it since 1995. 
 
http://www.economist.com/node/21546060 
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Scott Ludlam, Greens senator … “We’ve already taken some pretty dangerous steps … 
towards the surveillance state.” 
  
LAW enforcement and government departments are accessing vast quantities of 
phone and internet usage data without warrants, prompting warnings from the 
Greens of a growing ”surveillance state” and calls by privacy groups for tighter 
controls. 
 
Figures released by the federal Attorney-General’s Department show that federal and 
state government agencies accessed telecommunications data and internet logs more 
than 250,000 times during criminal and revenue investigations in 2010-11. 
The Greens senator Scott Ludlam highlighted the statistics while calling for tighter 
controls on access to mobile device location information 
 
http://www.theage.com.au/technology/technology-news/police-spy-on-web-phone-usage-with-
no-warrants-20120217-1tegl.html 
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http://www.theregister.co.uk/2011/10/17/verizon_privacy/  
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Mobile carriers responded to a staggering 1.3 million law enforcement requests last year for 
subscriber information, including text messages and phone location data, according to data 
provided to Congress. 

Nine mobile phone companies forwarded the data as part of a Congressional privacy probe 
brought by Rep. Edward Markey, (D-Massachusetts), who co-chairs the Congressional Bi-partisan 
Privacy Caucus. 

The number of Americans affected each year by the growing use of mobile phone data by law 
enforcement could reach into the tens of millions, as a single request could ensnare dozens or 
even hundreds of people. Law enforcement has been asking for so-called “cell tower dumps” in 
which carriers disclose all phone numbers that connected to a given tower during a certain 
period of time. 

So, for instance, if police wanted to try to find a person who broke a store window at an Occupy 
protest, it could get the phone numbers and identifying data of all protestors with mobile 
phones in the vicinity at the time — and use that data for other purposes. 

- http://www.wired.com/threatlevel/2012/07/massive-phone-surveillance/ 
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Google has designed a special Orkut admin tool for deleting or blocking illegal 
content, and given Brazilian police access to this tool. This means that if you're 
on Orkut and you say something that in Brazil could be considered illegal (such 
as celebrity gossip, Consumerist-style corporate bashing, mistreating animals), 
the Brazilian police can censor the community where this "illegal" speech is 
seen. 

- boingboing.net 

 

Never mind the bat signal - cops in India have been equipped with a sort of “red 
phone” e-mail address at Google.  The search engine giant, according to various 
Indian sources, wants to help put a stop to hate speech and other objectionable 
content that’s been showing up on Orkut. 
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http://techland.time.com/2011/09/28/onstar-reverses-position-wont-track-you-if-you-cancel-service/ 
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 In the EU, the citizens own their data.  In the US, the corporations own the data. 

 If you ask Facebook profile data in the US, you’ll get laughed at. 

 If you live in the EU however, you can request a copy of your profile data and Facebook is legally obligated to 

send it to you. www.Europe-v-Facebook.org is documenting the data that Facebook is releasing to EU users 

– from 192 pages to 800 pages PER person. 

 From E-V-F: Every person in the EU has the right to access all the data that a company is holding about 

him/her. You can find out how to access your facebook data on the page “your data…”. After we got the first 

response by facebook it was clear to us that we had to publish this information online. By doing so, we want 

to make facebook more transparent and show every user which data facebook is holding about us. 

 There is more Data. Many groups of data are not included in this first set of data we got from facebook. For 

example data concerning the “like”-function, tracking on other webpages, face recognition, videos, postings 

on other users walls, indicators for the intensity of relationships, tags that were removed and many more                                                                                              

were so far not disclosed by facebook.via europe-v-facebook.org. 
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 We’ve said for years that the internet remembers forever.  Here’s proof that Facebook embodies that 

ethos…Here’s a SMALL sampling of what Zuckerberg collects, repackages and sells…but never 

deletes…. 

 Pokes are kept even after the user “removes” them. 

 Facebook is collecting data about people without their knowledge. This information is used to substitute 

existing profiles and to create profiles of non-users. 

 Tags are used without the specific consent of the user. Users have to “untag” themselves (opt-out). 

Note: Facebook has announced changes for this. 

 Facebook is gathering personal data e.g. via its iPhone-App or the “friend finder”. This data is used by 

Facebook without the consent of the data subjects. 

 Postings that have been deleted showed up in the set of data that was received from Facebook. 

 Users cannot see the settings under which content is distributed that they post on other’s pages. 

 via Facebook: Releasing your personal data reveals our trade secrets | ZDNet. 
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http://www.zdnet.com/blog/facebook/facebook-releasing-your-personal-data-reveals-our-trade-secrets/4552
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http://www.dailymail.co.uk/news/article-2070749/Facebook-security-glitch-reveals-Mark-Zuckerbergs-
private-photos.html 
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http://www.huffingtonpost.com/2010/08/16/arrested-over-facebook-po_n_683160.htm 
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http://www.cbsnews.com/8301-202_162-57339098/thailand-jails-u.s-man-for-insulting-king/ 
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http://techland.time.com/2012/01/12/big-brother-is-watching-document-reveals-surveillance-of-social-media-
blogs-image-sharing-sites/ 
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http://www.networkworld.com/community/blog/privacy-advocates-sue-dhs-covert-surveillance-big-bro-fake-
friends-monitoring-social-media 
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As the price of digital storage drops and the technology to tap electronic 
communication improves, authoritarian governments will soon be able to perform 
retroactive surveillance on anyone within their borders, according to a Brookings 
Institute report.  

 

These regimes will store every phone call, instant message, email, social media 
interaction, text message, movements of people and vehicles and public surveillance 
video and mine it at their leisure, according to "Recording Everything: Digital Storage 
as an Enabler of Authoritarian Government," written by John Villaseno, a senior fellow 
at Brookings and a professor of electrical engineering at UCLA.  

 

That will enable shadowing people's movements and communications that took place 
before the individuals became suspects, he says.  

"For example, if an anti-regime demonstrator previously unknown to security services 
is arrested, it will be possible to go back in time to scrutinize the demonstrator's 
phone conversations, automobile travels, and the people he or she met in the months 
and even years leading up to the arrest," the report says.  

 
- http://www.networkworld.com/news/2011/121511-government-surveillance-254137.html 

Ubiquitous Surveillance from Big Brother’s 
WAYBACK Machine 
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http://www.networkworld.com/news/2011/031411-richard-stallman.html
http://www.brookings.edu/~/media/Files/rc/papers/2011/1214_digital_storage_villasenor/1214_digital_storage_villasenor.pdf
http://www.brookings.edu/~/media/Files/rc/papers/2011/1214_digital_storage_villasenor/1214_digital_storage_villasenor.pdf
http://www.networkworld.com/topics/security.html
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 UK Ministry of Defense (MoD) warns that Facebook 

Places (which is enabled by default!) provides a targeting 

pack for terrorists. 

 

 "The main concern relating to the use of the application, is 

that it may inadvertently compromise the locality of a 

military user," the document says.” 
 

http://www.theregister.co.uk/2010/10/01/mod_facebook_places/ 
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As far as I can tell, the app “Girls Around Me” wasn’t violating 
any laws. But it was high on the creepy scale when, according 
to reports, women’s identity, photographs and location were 
being revealed to strangers, even though the women never 
opted into the service. Although the developer, Moscow-
based I-Free, hardly deserves any awards, the app’s a good 
wake-up call for people to use the privacy settings of 
legitimate social networking and location services. 

The app mashed together information people posted about 
themselves publicly on Foursquare and Facebook and 
created a map showing the location and photographs of 
nearby women. 
 

- http://www.forbes.com/sites/larrymagid/2012/04/09/girls-around-me-app-is-a-reminder-to-
be-aware-what-you-share/ 
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Remember all those movies where the hero ducked 
into a bar to avoid the bad guys? 

Or all those bars you walked into with your date, 
because the vibe felt right? 

  

Kiss those days good bye. 

  

Bars equipped with SceneTap record all patrons in real 
time, perform gender & demographic analysis, and 
publish that data on the web & mobile apps. 

So much for the privacy and anonymity of your local 
bar… 
 

- http://venturebeat.com/2012/05/13/scenetap-is-watching/ 
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This new system upgrades on the fly, he said, the first such in-car application to do so. 
“It’s seamless to the customer,” Link said. “I have a friend who was excited about his 
system upgrade, which required him to plug in his stick and leave his car running for 45 
minutes. Who wants to do that? In a process called ‘reflashing,’ the Mercedes system can 
turn on the car operating system (CU), download the new application, then cut itself off. 
It doesn’t require you to do anything at all.” 

The implications of this go far beyond transparent upgrade of your streaming music 
system. Consider that the average car has 70 to 100 electronic control units (ECUs) and 
even econoboxes have lines of code in the tens of millions — the Mercedes S-Class has 
more than 20 million. According to Link, software-related recalls are a big problem for 
carmakers, costing $75 to $95 per car. Not only is it expensive, but it’s a hassle for 
drivers—nobody likes bringing their car to the shop. 

 
- http://www.txchnologist.com/2012/new-york-auto-show-upgrading-auto-software-in-a-flash 
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There has been an unusual spike in the number of BMWs stolen in the UK this year, with 
some sources suggesting the number may be 300 cars or higher. The cars are being stolen 
without activating car alarms or immobilizers. 
 

The suspected method involves the use of devices that plug into the car's OBD port and 
can program blank key fobs, leaving owners with keys to missing cars. 

The essential theft process varies in detail, but all reports seem to have a fundamental 
methodology in common. First, the car is entered, either via nearby RF jammers that 
block the fob lock signal from reaching the car (preventing owners from securing their 
vehicles) or, more crudely, by breaking a window, as seen in the video in this post of the 1 
Series being stolen. In cases of the window break, the thieves seem to be exploiting a gap 
in the car's internal ultrasonic sensor system to avoid tripping the alarm. 

 
- http://www.technolog.msnbc.msn.com/technology/technolog/hackers-steal-bmws-3-minutes-using-
security-loophole-868400 
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IBM has banned employees from using Dropbox and Apple’s iCloud at work as it claws 
back permission to use third-party cloud services. The rethink has also resulted in a edict 
against the iPhone 4S’s Siri voice recognition technology at Big Blue. 

Jeanette Horan, IBM’s chief information officer, told MIT’s Technology Review that the 
restrictions had been applied following a review of IBM’s Bring Your Own Device BYOD 
Policy, introduced in 2010.  IBM still supplies BlackBerrys to about 40,000 of its 400,000 
employees, but a further 80,000 others now access its intranet using rival smartphones 
and tablets, including kit they purchased themselves. The [BYOD - ed.] initiative has not 
yielded anticipated cost reductions even though it has created various security 
headaches. 

An internal survey of IBM workers discovered they were “blissfully unaware” about the 
security risks from popular apps, according to Horan. In some cases, staff forwarded 
internal corporate emails to webmail inboxes, potentially pushing sensitive information 
beyond Big Blue’s security perimeter. 
- http://www.theregister.co.uk/2012/05/25/ibm_bans_dropbox_siri/ 
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A new visualization of cellphone location data surfaced on Engadget - http://www.engadget.com/2011/07/16/crowdflow-tracks-880-
iphones-across-europe-wants-to-put-you-on/ 
Insight into the powers taken by European governments by means of the Data Retention Directive.Would you want the Police to be able to 
see your movements and the movements of all of your friends like this? Would you want the Police under any future government and set of 
laws to be able to track and correlate how you and your friends move, in real time and in recorded history, like this? 
 
 If the former East European governments had had this kind of visualization on their dissidents, they would still be around. The 
governments, that is, not necessarily the dissidents. - Falkvinge 

http://www.engadget.com/2011/07/16/crowdflow-tracks-880-iphones-across-europe-wants-to-put-you-on/
http://www.engadget.com/2011/07/16/crowdflow-tracks-880-iphones-across-europe-wants-to-put-you-on/


brainlink 
You run your business and leave the IT audits to us. 

Raj Goel, CISSP / raj@brainlink.com / 917-685-7731  
©2012 Raj Goel 50 



brainlink 
You run your business and leave the IT audits to us. 

1936 - SSNs established 

1938 - Wallet manufacturer includes secretary's SSN card inside a wallet.  40,000 

people thought it was their SSN. 12 people used it in 1977. 

Pre-1986 - kids under 14yrs not required 

Post-1990 - Kids get SSN # with Birth Certificate 

Repeatedly, laws state that “we” oppose the creation of a national ID card.  

SSNs become defacto national ID numbers. 

Result: Experian, TransUnion, Equifax  

 
http://en.wikipedia.org/wiki/Social_Security_number 

http://www.socialsecurity.gov/history/ssn/ssnchron.html 
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 The numbers are run through public databases to determine whether anyone is 

using them to obtain credit. If not, they are offered for sale for a few hundred to 

several thousand dollars. 

 Because the numbers often come from young children who have no money of their 

own, they carry no spending history and offer a chance to open a new, unblemished 

line of credit. People who buy the numbers can then quickly build their credit rating 

in a process called "piggybacking," which involves linking to someone else's credit 

file. 

 If they default on their payments, and the credit is withdrawn, the same people can 

simply buy another number and start the process again, causing a steep spiral of 

debt that could conceivably go on for years before creditors discover the fraud. 

http://www.foxnews.com/us/2010/08/02/ap-impact-new-id-theft-targets-kids-social-security- 

numbers-threaten-credit-737395719/ 
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 ECPA declared that e-mail was a private means of communication, and that we might 
hope for the same level of privacy in it as we have in phone calls and letters. Among other 
things, it means that police need a wiretap warrant to read your e-mails, and that your e-
mail company's employees can't disclose your e-mails to others. 

              [...] E-mail in transit is protected, but those in law enforcement advocate that once 
mail is processed and stored, it is no longer the same private letter, but simply a database 
service. 

 

 GMail's big selling point is that they don't simply deliver your mail. They store it for you, 
and they index it so you can search it. 

 

                 - Brad Templeton, Chairman of the Electronic Frontier Foundation,                 
http://www.templetons.com/brad/gmail.html  
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CSO's and CPOs should know about ECPA 

 

Employees are forwarding emails to GMAIL because it is fast, 

easy to use and has copious capacity.  The opposite of most 

corporate email systems. 

 

How many of your employees are forwarding emails to 

gmail/yahoo/hotmail right now? 
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 FBI Abuses Patriot Act 

http://www.nytimes.com/2007/03/10/washington/10fbi.html 

 

 Sprint received 8 MILLION law enforcement requests in 13 

months 

http://www.eff.org/deeplinks/2009/12/surveillance-shocker-sprint-

received-8-million-law 

 

 Your Identity for Sale 

http://money.cnn.com/2005/05/09/pf/security_info_profit/index.htm 

 

 Google "FBI buys data from private sector" 
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ECPA - Electronic Communications Privacy Act (1986) 
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 Trailblazer was commissioned from the Science Applications International 

Corporation at a cost of $280 million and never worked as intended, while violating 

the laws on privacy. The final bill for the project, which was cancelled in 2003, is 

estimated to be over a billion dollars. 

 But Drake warned that the NSA has not learned its lesson from the incident, and 

that it was one of the NSA’s deepest, darkest secrets that it had effectively turned 

online America into a foreign country for legal purposes. More worrying, similar lax 

attitudes are now pervasive in the corporate world. 

“Industry self-regulation is not working, contrary to what you have seen or heard,” he 

warned. “Let’s not kid ourselves. It’s also patently disingenuous to say that no names 

are collected, only a computer number, when the technology is out there to discover 

everything about you electronically.” 

- http://www.theregister.co.uk/2011/10/19/nsa_whistleblower_intelligence_thinthread/ 
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Wyden was also scathing about the Patriot Act, pointing out that 

there were in fact two forms of the legislation, the public law 

and the interpretation of it by government - the latter being 

secret. He said that if the American people could see what the 

secret interpretation was they would be surprised and angry. He 

said he would love to lay out the way the act was being used, but 

was bound by secrecy rules. 

 

 
http://www.theregister.co.uk/2011/10/18/riaa_biggest_threat_innovation_senator/ 
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PATRIOT Act – Global Reach 
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http://www.windows7news.com/2011/06/23/patriot-act-azure-cloud-security/ 
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Irish Govt warns against using MS, 
Amazon, Google, etc. 
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No?  Why not?  Could it be because you do NOT want your employees or clients to get caught in a crossfire? 
  
That’s EXACTLY what you’re doing when you setup shop in “the cloud”. 
  
A 3-pronged cyberwar has been going on for over a decade: 
Battleground 1: Criminals vs consumers – malware, spyware, banking trojans 
Battleground 2: Governments vs citizens – ECPA, Patriot Act, CISPA, ACTA, 3-strikes laws 
Battleground 3: Governments/societies vs Governments - Stuxnet, Flame, Vupen exploits, China vs. 
Google, Brazil vs. Google, India vs. RIM, etc 
  
From June 1, 2012 NYTimes.com: 
From his first months in office, President Obama secretly ordered increasingly sophisticated attacks on the 
computer systems that run Iran’s main nuclear enrichment facilities, significantly expanding America’s first 
sustained use of cyberweapons, according to participants in the program. 
Iran Confirms Attack by Virus That Collects Information (May 30, 2012) 
Mr. Obama decided to accelerate the attacks — begun in the Bush administration and code-named Olympic 
Games — even after an element of the program accidentally became public in the summer of 2010 because 
of a programming error that allowed it to escape Iran’s Natanz plant and sent it around the world on the 
Internet. Computer security experts who began studying the worm, which had been developed by the 
United States and Israel, gave it a name: Stuxnet. 
- http://www.nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html 
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At Brainlink, my team of 7 people provides IT/Computer 
Consulting for Small Businesses in New York City. 

 

Across the USA, I personally provide  

 COMMON SENSE BASED IT Security and Privacy Breach law 
compliance audits 

 Information Security Audits 

 IT Consulting for Healthcare 

 

If you like what you're hearing, hire me! 

 

www.RajGoel.com 
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Contact Information 

Raj Goel, CISSP 

Chief Technology Officer 

Brainlink International, Inc. 

C: 917-685-7731 

raj@brainlink.com 

www.RajGoel.com 

www.linkedin.com/in/rajgoel 
 

Author of “The Most Important Secrets To Getting Great Results From IT” 

http://www.amazon.com/gp/product/0984424814 
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If you have any questions about this presentation, or 
any other topic, feel free to contact me. 

 

Professionally, I’m available to speak at Bar 
Associations (CLE), CPA Societies (CPE), and 
Conferences. 

 

If you’d like to educate the kids, interns & college 
students in your life about the dangers of social 
media, share this video with them: 

http://www.brainlink.com/free-stuff/webinars/what-to-teach-your-kids-

employees-and-interns-about-social-media/ 
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