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College Admissions

:UUI_UI-I_IBLWUII\_IIIQ SILES vVieweld Dy
idmissions officers

urvey shows some use Facebook, MySpace as another
spect to college application

eptember 20, 2008 | By Emma Graves Fitzsimmaons and Bonnie Miller Rubil

igh schoolers say getting into college is no longer only about sky-high test scores and impressive
xtracurricular activities. Now it means being smart about their onling personas as well.

1 a new survey, 10 percent of admissions officers from prestigious schools said they had peeked
t sites like Facebook and MySpace to evaluate college-bound seniors. Of those using the

rofiles, 38 percent said it had a "negative impact" on the applicant, according to Kaplan Inc ., the
ducation services company that polled the officers.

t least one admissions officer had rescinded an offer because of an applicant's postings, results

howed. The survey went out to 500 schools -- of which 320 responded -- in July and August and
romised annnwrmity

http://articles.chicagotribune.com/20089-20/news/0809190659 1 soctaktworkingsitesadmissiondacebookprofile
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College Ejection

¥hat you say online could haunt you - ok
) Sign up to rece
v Janet Kornhlum and Mary Beth Marklein, USATODAY e-newsletter a

‘ollege student Michael Guinn thought the photos he posted of news, Hot Site:
imself dressed in drag would be seen only by friends. But he
1ade a mistake. And when someone showed the photos on
acebook to administrators at John Brown University, a Christian Sele
ollege in Siloam Springs, Ark., it was "the last straw for them " ————
ays Guinn, 22, who is gay.
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5=~ Facehook.com
1 January, he was kicked out of school, his virtual paper trail of musings about
oyfriends and visits to clubs a clear sign to administrators that, despite repeated
rarnings, Guinn's activities were in violation of campus conduct codes stating that

Abmoiay vaed "affiveen mnd banary Caviediea "

ttp://www.usatoday.com/tech/news/internetprivacy/200®3-08-facebookmyspace_x.htm
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Degree Revocation

2ULIAI NELYWUIR FTUHIIE UDLYD YYullidll »uUlieye weyice

v Sarah Perez / December 5, 2008 6:05 AM /33 Comments

¥ Tweet 0 K] Recommend < 55 Share ‘Tf 0 o Share
il Forget losing your job, apparently your MySpace or Facehook profile and photos
‘“"“‘Il'z.e can now cause you to lose your degree. In what may be one of the most
unava
- frightening rulings regarding social networks and privacy to date, a federal judge
ICKr

has ruled against a former student of Millersville University of Pennsylvania who
was denied her college degree because of an unseemly online photo and its
iccompanying caption found on her social network profile.

fhe Case of "Drunken Pirate,"” Stacy Snyder

"he woman, Stacy Snyder, sued Millersville in 2007. Snyder was student-teaching at a high school,
iut had received poor evaluations regarding her professionalism in the classroom. Before her
.emester-long teaching assignment was up, she was barred from campus. However, it was not the
iegative reviews that caused her to be barred nor were they responsible for the loss of her degree.
t was a MySpace photo.

1the photo, Synder was posed standing with a cocktail. The caption read "drunken pirate " It was
iccompanied by a note which made reference to her supervising teacher. That led to the school's
lecision to end her assignment, which in turn meant she now no longer qualified for her bachelor's

larmrao in adinicatinn

http://www.readwriteweb.com/archives/social_network_profile_costs_woman_college_degree.php
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Facebook of the nation...

}  Facebook allows developers access to user's full profile.

}  Every time you choose to add an application, Facebook asks you to confirm that you want to
let this program both know who you are and access your information. It's impossible for
anyone to add any application without agreeing to this set of terms. Once you click okay,
that application can technically access quit a bit of public and private profile information.

»  While all of the most private information (like your passwords and e-mail addresses) are kept
on Facebook servers and require security authentication, a lot of info is available to
applications you add.

According to Facebook's Developers Terms of Use, this can include

... your name, your profile picture, your birthday, your hometown location, your current location, your
political views, your activities, your interests, your relationship status, your dating interests, your
relationship interests, your summer plans, your Facebook user network affiliations, your education
history, your work history, copies of photos in your Facebook Site photo albums, and a list of user

IDs mapped to your Facebook friends."
- http://www.removeadware.com.au/articles/facebook-privacy-hackers/
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Lose Your Job — 2003 Michael Hanscom
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Even Micresett wants 55

Published: UPDATE: Flease take the time to read my followup post, Fifteen Minutes of Fame
JDctober 23, 2003 -10:34 pm

for my thoughts on what happened after 1 posted this picture, why it happened
Author:

v Michael Har

— and most importantly, why I don’t blame Microsoft for their actions. Thanks!

Categories:
= 15Minutes

I took this shot on the way into work on the loading dock (MSCopy, the print

shop [ work in. is in the same buildine as MS’s shippine and receiving), Three

http://www.michaelhanscom.com/eclecticism/2003/10/23/evemicrosoftwants-g5s/
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Lose Your Job — 2011 Apple v Crisp (UK)

Mr. Crisp worked at an Apple Retail store in the UK.

He posted negative comments about Apple on his Facebook page and marked them
PRIVATE.

1 First because "Apple had in place a clear social media policy and stressed in their
induction process that commentary on Apple products, or critical remarks about
the brand were strictly prohibited".

1 Despite having "private" Facebook settings, the tribunal decided that there was

nNothing to prevent friends from copyi ng

was unable to rely on the right to privacy contained in Article 8 of the European
Convention on Human Rights (covered in the UK by the Human Rights Act 1998).
He retained his right to freedom of expression under Article 10, but Apple
successfully argued that it was justified and proportionate to limit this right in order
to protect its commercial reputation against potentially damaging posts.

http://www.theregister.co.uk/2011/11/03/apple_employee _fired/
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ACMA finds Facebook photos are not private

Users offered no safety from Facebook - trawling .

Australiads communications regul ator h
are not Dbreaking the industryodos code
lifted from a public Facebook profile.

The Australian Communications and Media Authority ACMA determined
that Channel Seven did not breach the Commercial Television Industry
Code of Practice when it accessed and broadcasted photographs 0
specifically in the case of a deceased person lifted from a Facebook
tribute page, and another which broadcasted the name, photograph and
comments penned by a 14 - year old boy .

- http://lwww.itnews.com.au/News/284896,acma - finds - facebook - photos - are- not - private.aspx
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New Zealand Bank Error Fugitives Foiled By Facebook Status Update

By Laura Northrup on May 25, 2009 11:11 AM il ?‘

—=You know how it
goes. You go out
and have tco many
beers, then posta
Facebook update
with a bittoo much
information about
your evening. Maybe
you take it down
once you sober up
the next day, but not
before the damage
is done.

Then, if you're Aroha
Hurring of New
Zealand, Interpol
uses your status
update to track down
you, your sister, her
boyfriend, and the

millions of dollars his bank mistakenly deposited in his account.

Last week, Consumerist brought you the story ofthe struggling gas station owners who were the recipients
of a $10,000,000 NZD bank error, then wired the money out of the country and hadn't been heard from
since.

Rotorua service station owners Leo Gao and his girifriend Cara Young fled New Zealand with about SNZ3
million after they discovered the moeney in their bank account.

But their chances of being caught have increased after they were joined overseas by Ms Young's sister,
Aroha Hurring, who posted details about their location on her Facebook page.

http://consumerist.com/2009/05/new -zealand -bank -error -fugitives -foiled -by-facebook -status -update.htmi

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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Facebook photo blunder leads to

maﬁa arrest in Marbella

« ANDALUCIA, LEAD, MALAGA » 2 COMMENTS

#riririnids (2 votes, average: 4.50 out of 5)

—has been arrested in

One of Italy’s most-wanted,
Salvatore D’Avino, 39, was
caught out after detectives
spotted photos on the social

girlfriend Brada Hint, 31,
standing in front of the upmarket Nikki Beach Club.

Italian police alerted the Spanish authorities who then traced the couple to their

Costa del Sol hideout and arrested D’Avino who is said to be a member of the
Giuliano clan, of the notorious Camorra mafia in Naples.

He was listed on the Italian police’s top 100 most wanted after police issued
two arrest warrants for D’Avino in 2003 and 2007 on drug trafficking and
mafia charges.

D’Avino - who was believed to have been hiding in Morocco for years —is also

accused of being part of a plot to flood Marbella with more than 250,000 Ecstasy

tablets.

Marshall Angelo Mazzagatti, of the Naples police who led the operation said: “He

couldn’t believe it when police arrived and arrested him. He thought after near
adecade on the run he was home free.

http Ilwww.theolivepress.es/spain -news/2011/08/26/facebook
rrest -in-marbella/

Raj Goel, CISSP / raj@brainlink.com / 917 - 68

A MEMBER of the Italian
Mafia — who had been on
the run for almost 10 years

Marbella after his ‘stupid’

girlfriend posted pictures
of the couple on Facebook.

networking site of his pregnant

1y

-photo -blunder -leads -to -
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N.C. Man’s Facebook Photo Leads to Arres

September 29, 2011 1:07 PM

Share this B Like WTweet 0 +1 [0 "1 | | @ Nocomments

A Facebook photo leads to the arrest of a car
theft suspect.

Cary Police charged Matthew Adam Thompson
with burglary, possession of stolen goods, and
breaking and entering after authorities were
able to identify Thompson posing with a
Mercedes Benz linked to a burglary in a
Facebook photo, according to reports.
Thompson posed with his friend, Samuel Jame
Clayton Harvey, who faces 10 charges of
larceny and breaking and entering, according

WRAL. The photo in question had Thompson
! and Harvey posing with a reportedly stolen

4 g 0, v . Mercedes in the parking lot of the apartment
‘ i \ ' - complex where Thompson lives.

Matthew Thompson (Courtesy of Raleigh City Council Bureau Before the arrests Cary Police said they had

of Identification) p : :
compiled evidence against Thompson and

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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Woman Violates Order Of Protection With 20f20
Facebook 'Poke’ n u

Police arrested Hendersonville, TN resident Shannon D. Jackson for allegedly

violating the terms of an order of protection against her. Under the terms of the
order, Jackson was forbidden from making contact with a certain Hendersonville
woman, who claims Jackson defied the order by "poking" her on Facebook.

-po_n_683160.htm
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Couple Arrested After Eating Rare Iguana n 6 of 20 u
On Facebook

Bahamian authorities apprehended an American couple over a series of
Facebook photos detailing the capture, cooking, and consumption of a rare
iguana. Metro co uk reported that the photos showed the couple "catching an
iguana, parts of an iguana on a grill, two men eating the iguana pieces, and a
man and a woman cleaning what appears to be undersized conch." Police
tracked the couple down and arrested them for violating the Convention on
International Trade in Endangered Species of Wild Fauna and Flora.

.huffingtonpost.com/2010/08/16/arrested -over -facebook -po_n_683160.htm

Raj Goel, CISSP / raj@brainlink.com /917 -685-7731
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Facebook your country's security away...

1 Farce of the Facebook spy: MI6 chief faces probe
after wife exposes their life on Net

~

y A MI 6 faced calls for an i
extraordinary lapse of judgment led to the new
head of MI6's personal detailsbeing plastered over
Facebook.

»  Millions of people could have gained access to
compromising photographs of Sir John Sawers and
his family on the social n

http://www.dailymail.co.uk/news/article -1197757/New -MI6 -chief -
faces - probe -wife -exposes -life - Facebook.html

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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Burglary Ring uses Facebook to choose
victims
1 Burglary Ring in Nashua, NH committed 50 break-ins, stole $100,000+.

Targeted victims who posted their location on Facebook.

http://gawker.com/5635046/real+life-burglary-ring-uses-facebook-to-choose-victims

1 Adam Savage, Mythbusters, posted photo of his new truck, parked in front
of his house. Fans (and crooks!) discover his address via GeoTags
embedded in the photo.

http://text.broadbandreports.com/forum/r24657556-MythBusters-stalked-down-
with-geotag-photos

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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Facebook can hurt your Credit Rating

You know those deadbeat friends of yours on Facebook? They could end up killing your credit
score and costing you a loan. At the very least, yodacmunt pals could bump up your interest
rate.

w X 8 Rie eéfforks bfseveral online banks that plan to analyze your social media profiles to
RSUSNXYAYS K2¢ oO0A3T | ONBRAOG NR&a&]l &2dz I NBP® Li
KILILISya 2y ClF OSo0221 cagdséul ebine adk kodbitegoyiinCl OS o 2 2
unexpected and unpleasant ways

| 26 NB olyla 3I2Ay3 (02 dzaS GKA& AYF2NNIGAZ2Y
for future prospects. If you just took out a line of credit against the equity in your house, maybe
your friends willtoogF & a dzYAy 3 (KSe& Q@S 320 |yeé SldaAade S

ltgetsworse. § 0 Qa al & e2dz FrHtt | FSg I'YW2R RRIzOOISK ARYSK
banish the bill collecting goons to voice mbeibng Kongbased micrelender Lenddog which

asks for your Facebook, Twitter, Gmail, Yahoo, and Windows Live Isgamen you sign up

reserves the right to rat you out to all your friends

-/lwww.pcworld.com/article/246511/how_facebook can_hurt_your credit _rating.html

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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41% of Facebook users willing to divuige
info to Strangers

In an experiment, 41% of Facebook users were willing to divulge highly personal information to a complete
stranger. This which invited 200 randomly selected Facebookers to
befriend (amnamendagram of Al D Frauds
87 responded to the invitation, among them 82 people whose profiles included personal information such
as their email address, date of birth, address or phone number. In total:

1 72% of respondents divulged one or more email address

1 84% listed their full date of birth

1 87% provided details about their education or workplace

} 78% listed their current address or location

1 23% listed their current phone number

1 26% provided their instant-messaging screen name

Yi kes. Youdidtionprinsk would be enough to make folks think twice about
expanding their Facebook networ ks WWuessmotr eckl ess g

http://digitaldaily.allthingsd.com/20070814/facebook-privacy/

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
©2012 Raj Goel 18
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Facebook a top cause of relationship
trouble, say US lawyers

Social networking site becoming primary source of evidence in
divorce proceedings and custody battles, lawyers say

Richard Adams in Washington
guardian.co.uk, Tuesday 8 March 2011 14.26 EST
Article history

Photographs taken from social networking sites are a rich source of evidence,
divorce lawyers say. Photograph: Chris Jackson/Getty Images

When Facebook gets involved, relationships can quickly fall apart — as
Hosni Mubarak and Muammar Gaddafi have discovered. But
dictatorships are not the only ties being dissolved by social networking
sites: now Facebook is increasingly being blamed for undermining
American marriages.

Even though the rate of divorce in the US has remained largely stable in
recent years, American divorce lawyers and academics have joined
Middle East analysts in picking out Facebook as a leading cause of
relationship trouble, with American lawyers now demanding to see their
clients' Facebook pages as a matter of course before the start of
proceedings.

http://www.guardian.co.uk/technology/2011/mar/08/facebook -us-divorces

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
©2011 Raj Goel



brainlink

You run your business and leave the IT audits to us.

The Facebook divorces: Social
network site is cited in 'a THIRD
of splits’

By JOHN STEVENS
Last updated at 9:07 PM on 20th December 2011

2 Comments (71)|@BShare "37 || 7 | Tweet/{ 229 ke 831

Facebookis becoming a major factor in marriage breakdowns and
is increasingly being used as a source of evidence in divorce cases,
according to lawyers.

The social networking site was cited as a reason for a third of
divorces last year in which unreasonable behaviour was a factor,
according to law firm Divorce-Online.

The firm said it had seen a 50 per cent jump in the number of
behaviour-based divorce petitions that contained the word
‘Facebook’ in the pasttwo years.

Nasty surprise: A third of the 5,000 petitions filed with Divorce-Online in the
past year mentioned Facebook

Mark Keenan, managing director of Divorce-Online, said: ‘Facebook
has become the primary method for communicating with friends for
many people.

‘People contact ex-partners and the messages start as innocent, but
lead to trouble.

http://www.dailymail.co.uk/femail/article -2080398/Facebook -cited - THIRD -divorces.html

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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WOW & Farmville logs used in Divorces

3 According to the American Academy of Matrimonial Lawyers, 81% have used
or faced evidence from Facebook, MySpace, WOW, Twitter, LinkedIn, etc. See
http://kotaku.com/5576262/farmville-world-of-warcraft-are-divorce-lawyers-
latest-weapons-in-court and http://www.usatoday.com/tech/news/2010-06-29-
facebook-divorce N.htm?loc=interstitialskip

For example

1. Father seeks custody of the kids, claiming (among other things) that his ex-
wife never attends the events of their young ones. Subpoenaed evidence
from the gaming site World of Warcraft tracks her there with her boyfriend
at the precise time she was supposed to be out with the children.

2. Mom denies in court that she smokes marijuana but posts partying, pot-
smoking photos of herself on Facebook.
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Canada vs. US

us Canada
HIPAA/HITECH PIPEDA
GLBA | PIPEDA \ 3 PIPA/PPIPS laws
RED FLAG

>

State
Privacy

@

47 States, Wash DC
Puerto Rico, US Virg
Islands Privacy Breack
Laws
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First Cloud Application?

1 Voicemalll
Similarities to clouds today

What have we learned from the history of
Voicemail that might apply to clouds?

1 Where is your voicemail stored?
1 Do you know? Do you care?

1 Do you TRUST your provider?
1+ Should You?

Raj Goel, CISSP / raj@brainlink.com /917 -685- 7731
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RIM hands over BBM messages to London Police

KIM 10 turn In Blackserry-using looters arer Londaon riots
Empathetic RIM plans to help police

By Paul Kunert - Get more from this author
Posted in Policing, 8th August 2011 15:42 GMT

BlackBerry UK has broken silence over the role its devices played in helping disaffected
London yoof co-ordinate riots in Tottenham, Brixton, Enfield and Walthamstow this weekend

The smash 'n' burn attacks on High Street stores and vehicles on Saturday and yesterday
came days after the death of Mark Duggan, who was killed in an alleged shoot out with
police.

But unlike the Arab spring protests, which used the very public social media forums
Facebook and Twitter to rally the troops, BlackBerry's version of IM was the favoured mode
in the capital according to anecdotal evidence.

BlackBerry UK — the official Twitter account for the troubled smartphone maker RIM — made
a move away from dishing out technical advice to users.

"We feel for those impacted by the riots in London. We have engaged with the authorities

acciet in anv wav we ran " it etatad

http://www.theregister.co.uk/2011/08/08/blackberry_riots/
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RIM creates backdoor for Indian Police

RIM backdoor access for Indian probers
Viumbai centre up and running since earlier this year

3y Anna Leach - Get more from this author
2osted in Wireless, 28th October 2011 17:01 GMT

UM has opened a monitoring centre in Mumbai to help the Indian government sip data fi
3lackberry users there, said the Wall Street Journal today, quoting unnamed SOUrces.

T'he Canadian firm opened the small facility earlier this year to deal with requests from
ndian intelligence agencies, the paper reports. RIM will hand over messages and emails
Tom suspect individuals to the Indian government — providing it is satisfied that the
iemands are legally justified.

tis encrypted email and BBM messages in particular that Indian cops are interested in,
ndian government reportedly fearing that the messaging channels could be used for
yrganising terrorist attacks. RIM can't hand over corporate emails, because individual
:ompanies hold the keys to that information. However India seems to be satisfied with the
:urrent compromise that gives it access to consumer accounts.

T'he Wall Street Journal said RIM was no longer facing the prospect of shutdowns by the

nAian rnvcAarnmeant Andina A cbtand A At hae lactad crvaral vinAare

http://lwww.theregister.co.uk/2011/10/28/blackberry _help_indian_government_sip_data/
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New India Law requires providers to provide
realtime location of cell phones

The Indiargovernment is looking to track all mobile phone users.

By2013, at least 60 per cent of the calls in urban areas would have to be accurately
tracked when made 10thetresaway from the nearest cell tower. By 2014, the
government will seek to increase the proportion to 75 per cent in cities and 50 per
cent in suburban and rural areas.

For calls made 30@etresfrom the nearest cell tower, accurate coordinates will be
required for 95 per cent in cities and 60 per cent in towns and villages at the end of
two years.

http://www.indianexpress.com/news/sooigovt-will-keep-track-of-where-every
mobile-phone-useris/912681/

http://lwww.theregister.co.uk/2011/10/28/blackberry _help_indian_government_sip_data/
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Germany’s Intelligence failed to detect Neo-Nazi
gang. Too busy spying on former East Germans

DO9wal! b, Q{ AyaGSttAaSyOS &S NimxiOddEmuiderddfies people2 R
over several years. Never mind. They have apresident of the Bundestag in their sights

the spooks were busy watching the Left Party, the fodatlgest in the Bundestag. The federal

office is monitoring 27 of its deputies, including Petra Pau (a Bundestagresglent) and a

member of the committee that oversees the intelligence services. The party, or affiliated groups,
INBE Ffaz2 GFNBSGa Ay Yz2ad adalidaSad ¢KAa O2yal
Korte, a legislator on the watch list.

¢CKSNBE I NF NBlFazya G2 1SSLI Iy Sé&S 2y GKS [ ST
communists and expanded westward by attracting disgruntled Social Democrats. Although the
LI NI é Sall2dzaSa aRMciSshhelgioups tha?sOemlufisiréaicgut A U
democracy. It has seats in 13 state legislatures and has helped govern, mostly pragmatically,
three eastern states. The federal agency has been watching it since 1995.

http://www.economist.com/node/21546060
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Australian Police spy on email, web usage

without warrants
ya asSylraz2zNI X d2SQ@S |t NBIFRe2
a

ScottLudlanE D NB
K dZNBSAt f I yOS aidl (S dé

S
0261 NRa GKS
LAW enforcement and government departments are accessing vast quantities of
phone and internet usage data without warrants, prompting warnings from the
DNBSya 2F | AINRPgAYy3I £adzNBSAtElyOS adal i
controls

Figures released by the federal AttorrBYS Y SNJ f Q& 5S LI NI YSyd &
state government agencies accessed telecommunications data and internet logs more
than 250,000 times during criminal and revenue investigations in-2010

The Greens senator Scattidlamhighlighted the statistics while calling for tighter
controls on access to mobile device locatioformation

ttp://www.theage.com.au/technology/technologpews/policespy-on-web-phone-usagewith-
FQLS2012021 71tegl.html
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Verizon Wireless to sell Customer Data

fou are the product, even if you're paying for the service
3y Bill Ray = Get more from this author
*osted in Mobile, 17th October 2011 15:36 GMT

JS operator Verizon Wireless is to log, and sell, customers' browsing and location history,
Inless the customers specifically opt out of being tracked at every turn.

Jnly anonymised data will be sold, according to an email sent out to customers and an
Ipdate of the telco's privacy policy, but internally Verizon will use profiles of its customers
1ased on the URLSs visited, the handset and features they use, as well as their physical
Jcation. Personal data will be used for accurate delivery of advertisements, while
inonymaous statistics will be sold to analysts and other interested parties

ov— oot oy s s s - That means a website that discovers it is
receiving significant traffic from Verizon
customers (based on the originating IP
e | | e address) could ask the operator for a
breakdown by age, or gender, for a fee.
Meanwhile an advertiser could ask Verizon 1
target customers of a specific demographic

o e CRmATO
e sescmrron L]

You will receive mobdile ads )

whether you participate of not, using a specific model of phone, within a
but under the advertising specific location, unless the customers have
program, ads may be more manually opted out of the system
relevant 0 you.

Profiling custamers is something many
operators do, but generally with the
permission of those customers and in
exchange for a bribe of some sort. In the Uk
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http://www.theregister.co.uk/2011/10/17/verizon_privacy
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WIRED - Carriers fulfilled 1.3MM
cell phone surveillance in 2011

Mobile carriers responded to a staggering 1.3 million law enforcement requests last year for
subscriber information, including text messages and phone location data, according to data
provided to Congress
Nine mobile phone companies forwarded the data as part of a Congressional privacy probe
brought by Rep. Edward Markey,-flassachusetts), who echairs the Congressionatgartisan
Privacy Caucus.

The number of Americans affected each year by the growing use of mobile phone data by law
enforcement could reach into thiens of millions as asingle request could ensnare dozens or

even hundreds of peopleLaw enforcement has been asking forcetledad OSt t (1 266 SINY R d
which carriers disclose all phone numbers that connected to a given tower during a certain

period of time.

So, for instance, if police wanted to try to fingh@arson who broke a store window at an Occupy
protest, it could get the phone numbers and identifying data of all protestors with mobile
phones in the vicinity at the tima and use that data for other purpass.

- http:/www.wired.com/threatlevel/2012/07/massive-phone-surveillance/
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Google has designed a special Orkut admin tool for deleting or blocking illegal
content, and given Brazilian police access to this tool. This means that if you're
on Orkut and you say something that in Brazil could be considered illegal (such
as celebrity gossip, Consumerist-style corporate bashing, mistreating animals),
the Brazilian police can censor the community where this "illegal” speech is
seen.

- boingboing.net

Never mind the batsignal-c ops i n I ndia have been equip
p h o n anail address at Google. The search engine giant, according to various
Indian sources, wants to help put a stop to hate speech and other objectionable
content thatos bOgketh showing up on
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