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} Facebook allows developers access to user's full profile. 

} Every time you choose to add an application, Facebook asks you to confirm that you want to 

let this program both know who you are and access your information.  It's impossible for 

anyone to  add any application without agreeing to this set of terms.  Once you click okay, 

that application can technically access quit a bit of public and private profile information.  

} While all of the most private information (like your passwords and e-mail addresses) are kept 

on Facebook servers and require security authentication, a lot of info is available to 

applications you add.  
 

According to Facebook's Developers Terms of Use, this can include 

". . . your name, your profile picture, your birthday, your hometown location, your current location, your 

political views, your activities, your interests, your relationship status, your dating interests, your 

relationship interests, your summer plans, your Facebook user network affiliations, your education 

history, your work history, copies of photos in your Facebook Site photo albums, and a list of user 

IDs mapped to your Facebook friends."   

       - http://www.removeadware.com.au/articles/facebook-privacy-hackers/ 
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http://www.theregister.co.uk/2011/11/03/apple_employee_fired/ 
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Mr. Crisp worked at an Apple Retail store in the UK. 

He posted negative comments about Apple on his Facebook page and marked them 

PRIVATE. 

} First because "Apple had in place a clear social media policy and stressed in their 

induction process that commentary on Apple products, or critical remarks about 

the brand were strictly prohibited". 

} Despite having "private" Facebook settings, the tribunal decided that there was 

nothing to prevent friends from copying and passing on Crispôs* comments, so he 

was unable to rely on the right to privacy contained in Article 8 of the European 

Convention on Human Rights (covered in the UK by the Human Rights Act 1998). 

He retained his right to freedom of expression under Article 10, but Apple 

successfully argued that it was justified and proportionate to limit this right in order 

to protect its commercial reputation against potentially damaging posts. 
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Users offered no safety from Facebook - trawling . 

 

Australiaõs communications regulator has ruled that television networks 
are not breaking the industryõs code of practice when publishing photos 
lifted from a public Facebook profile.  

  

The Australian Communications and Media Authority ACMA determined 
that Channel Seven did not breach the Commercial Television Industry 
Code of Practice when it accessed and broadcasted photographs ð 
specifically in the case of a deceased person lifted from a Facebook 
tribute page, and another which broadcasted the name, photograph and 
comments penned by a 14 - year old boy . 

 
-  http://www.itnews.com.au/News/284896,acma - finds - facebook - photos - are- not - private.aspx  

ACMA finds Facebook photos are not private 

Raj Goel, CISSP / raj@brainlink.com / 917 - 685 - 7731  
©2012 Raj Goel  9 



brainlink  
You run your business and leave the IT audits to us. 

http://consumerist.com/2009/05/new -zealand -bank -error - fugitives - foiled -by - facebook -status -update.html  

10 
Raj Goel, CISSP / raj@brainlink.com / 917 - 685 - 7731  

©2011 Raj Goel  10  



brainlink  
You run your business and leave the IT audits to us. 

11 
Raj Goel, CISSP / raj@brainlink.com / 917 - 685 - 7731  

©2011 Raj Goel  11  

http://www.theolivepress.es/spain -news/2011/08/26/facebook -photo -blunder - leads - to -
mafia -arrest - in -marbella/  
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http://charlotte.cbslocal.com/2011/09/29/n -c-mans - facebook -photo - leads - to -arrest/  
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http://www.huffingtonpost.com/2010/08/16/arrested -over - facebook -po_n_683160.htm  
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} Farce of the Facebook spy: MI6 chief faces probe 

after wife exposes their life on Net 

} ñ MI6 faced calls for an inquiry last night after an 

extraordinary lapse of judgment led to the new 

head of MI6's personal detailsbeing plastered over 

Facebook. 

} Millions of people could have gained access to 

compromising photographs of Sir John Sawers and 

his family on the social networking website. ...ñ 

 
http://www.dailymail.co.uk/news/article -1197757/New -MI6 -chief -

faces -probe -wife -exposes - life -Facebook.html  
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} Burglary Ring in Nashua, NH committed 50 break-ins, stole $100,000+.  

Targeted victims who posted their location on Facebook. 

http://gawker.com/5635046/real+life-burglary-ring-uses-facebook-to-choose-victims 

 

 

} Adam Savage, Mythbusters, posted photo of his new truck, parked in front 

of his house.  Fans (and crooks!) discover his address via GeoTags 

embedded in the photo. 

http://text.broadbandreports.com/forum/r24657556-MythBusters-stalked-down-

with-geotag-photos 

 

Burglary Ring uses Facebook to choose 
victims 
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Facebook can hurt your Credit Rating 

You know those deadbeat friends of yours on Facebook? They could end up killing your credit 
score and costing you a loan. At the very least, your no-account pals could bump up your interest 
rate. 
ώΧϐ ŘŜǘŀƛƭǎ the efforts of several online banks that plan to analyze your social media profiles to 
ŘŜǘŜǊƳƛƴŜ Ƙƻǿ ōƛƎ ŀ ŎǊŜŘƛǘ Ǌƛǎƪ ȅƻǳ ŀǊŜΦ LǘΩǎ ȅŜǘ ƳƻǊŜ ŜǾƛŘŜƴŎŜ ǘƘŀǘΣ ǳƴƭƛƪŜ [ŀǎ ±ŜƎŀǎΣ ǿƘŀǘ 
ƘŀǇǇŜƴǎ ƻƴ CŀŎŜōƻƻƪ ŘƻŜǎƴΩǘ ǎǘŀȅ ƻƴ CŀŎŜōƻƻƪ ς and could come back to bite you in 
unexpected and unpleasant ways. 
 
Iƻǿ ŀǊŜ ōŀƴƪǎ ƎƻƛƴƎ ǘƻ ǳǎŜ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴΚ CƛǊǎǘΣ ǘƘŜȅΩǊŜ ƎƻƛƴƎ ǘƻ ǳǎŜ ȅƻǳǊ ŦǊƛŜƴŘǎ ƭƛǎǘ ǘƻ ǘǊƻƭƭ 
for future prospects. If you just took out a line of credit against the equity in your house, maybe 
your friends will too ς ŀǎǎǳƳƛƴƎ ǘƘŜȅΩǾŜ Ǝƻǘ ŀƴȅ Ŝǉǳƛǘȅ ƭŜŦǘΦ 
 
It gets worse. LŜǘΩǎ ǎŀȅ ȅƻǳ Ŧŀƭƭ ŀ ŦŜǿ ƳƻƴǘƘǎ ōŜƘƛƴŘ ƻƴ ȅƻǳǊ ǇŀȅƳŜƴǘǎ ŀƴŘ ȅƻǳΩǾŜ ŘŜŎƛŘŜŘ ǘƻ 
banish the bill collecting goons to voice mail. Hong Kong-based micro-lender Lenddo ς which 
asks for your Facebook, Twitter, Gmail, Yahoo, and Windows Live logons when you sign up τ 
reserves the right to rat you out to all your friends 
  
- http://www.pcworld.com/article/246511/how_facebook_can_hurt_your_credit_rating.html 
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In an experiment, 41% of Facebook users were willing to divulge highly personal information to a complete 

stranger. This according to IT security firm Sophos, which invited 200 randomly selected Facebookers to 

befriend a bogus Facebook user named ñFreddi Staurò (an anagram of ñID Fraudsterò). Of those queried, 

87 responded to the invitation, among them 82 people whose profiles included personal information such 

as their email address, date of birth, address or phone number. In total: 

} 72% of respondents divulged one or more email address   

} 84% listed their full date of birth  

} 87% provided details about their education or workplace  

} 78% listed their current address or location  

} 23% listed their current phone number  

} 26% provided their instant-messaging screen name  

Yikes. Youôd think institutional privacy concerns would be enough to make folks think twice about 

expanding their Facebook networks with reckless gusto, wouldnôt you? Guess not.   
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http://digitaldaily.allthingsd.com/20070814/facebook-privacy/                                                     

http://www.sophos.com/pressoffice/news/articles/2007/08/facebook.html
http://www.sophos.com/images/common/misc/facebook-freddi-big.jpg
http://www.sophos.com/images/common/misc/facebook-freddi-big.jpg
http://www.sophos.com/images/common/misc/facebook-freddi-big.jpg
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http://www.newscientisttech.com/article/mg19025556.200-pentagon-sets-its-sights-on-social-networking-websites.html
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http://www.guardian.co.uk/technology/2011/mar/08/facebook -us-divorces  
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http://www.dailymail.co.uk/femail/article -2080398/Facebook -cited -THIRD -divorces.html  
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ƷAccording to the American Academy of Matrimonial Lawyers, 81% have used 

or faced evidence from Facebook, MySpace, WOW, Twitter, LinkedIn, etc.  See 

http://kotaku.com/5576262/farmville-world-of-warcraft-are-divorce-lawyers-

latest-weapons-in-court  and http://www.usatoday.com/tech/news/2010-06-29-

facebook-divorce_N.htm?loc=interstitialskip  

 
For example 

1. Father seeks custody of the kids, claiming (among other things) that his ex-

wife never attends the events of their young ones. Subpoenaed evidence 

from the gaming site World of Warcraft tracks her there with her boyfriend 

at the precise time she was supposed to be out with the children. 

 

2. Mom denies in court that she smokes marijuana but posts partying, pot-

smoking photos of herself on Facebook. 
 

WOW & Farmville logs used in Divorces 
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òEverything You Say Can And Will Be Used Against You, By 
Anybody, Now Or Decades Into The Future.ó ð Falkvinge  on 
Infopolicy  
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Threats: Governments & Corporations 
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Canada vs. US 

US 
HIPAA/HITECH 

GLBA 

RED FLAG 

 

 

 

 

47 States, Wash DC, 

Puerto Rico, US Virgin 

Islands Privacy Breach 

Laws 

Canada 
PIPEDA 

3 PIPA/PPIPS laws RED FLAG 
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} Voicemail 

- Similarities to clouds today 

- What have we learned from the history of 
Voicemail that might apply to clouds? 

 

}Where is your voicemail stored? 

} Do you know?  Do you care? 

} Do you TRUST your provider?   

} Should You? 
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http://www.theregister.co.uk/2011/08/08/blackberry_riots/ 
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http://www.theregister.co.uk/2011/10/28/blackberry_help_indian_government_sip_data/ 
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http://www.theregister.co.uk/2011/10/28/blackberry_help_indian_government_sip_data/ 
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The Indian government is looking to track all mobile phone users.  
 
By 2013, at least 60 per cent of the calls in urban areas would have to be accurately 
tracked when made 100 metres away from the nearest cell tower. By 2014, the 
government will seek to increase the proportion to 75 per cent in cities and 50 per 
cent in suburban and rural areas.  
For calls made 300 metres from the nearest cell tower, accurate coordinates will be 
required for 95 per cent in cities and 60 per cent in towns and villages at the end of 
two years.  
 
http://www.indianexpress.com/news/soon-govt-will-keep-track-of-where-every-
mobile-phone-user-is/912681/ 
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D9wa!b¸Ω{ ƛƴǘŜƭƭƛƎŜƴŎŜ ǎŜǊǾƛŎŜǎ ŦŀƛƭŜŘ ǘƻ ŘŜǘŜŎǘ ŀ ƎŀƴƎ ƻŦ ƴŜƻ-Nazis who murdered ten people 
over several years. Never mind. They have a vice-president of the Bundestag in their sights. 
 
the spooks were busy watching the Left Party, the fourth-largest in the Bundestag. The federal 
office is monitoring 27 of its deputies, including Petra Pau (a Bundestag vice-president) and a 
member of the committee that oversees the intelligence services. The party, or affiliated groups, 
ŀǊŜ ŀƭǎƻ ǘŀǊƎŜǘǎ ƛƴ Ƴƻǎǘ ǎǘŀǘŜǎΦ ¢Ƙƛǎ ŎƻƴǎǘƛǘǳǘŜǎ άŘŜŦŀƳŀǘƛƻƴ ƻŦ ǘƘŜ ƻǇǇƻǎƛǘƛƻƴέΣ ŎƻƳǇƭŀƛƴŜŘ Wŀƴ 
Korte, a legislator on the watch list. 
¢ƘŜǊŜ ŀǊŜ ǊŜŀǎƻƴǎ ǘƻ ƪŜŜǇ ŀƴ ŜȅŜ ƻƴ ǘƘŜ [ŜŦǘ tŀǊǘȅΦ Lǘ ƛǎ ǘƘŜ ŘƛǊŜŎǘ ŘŜǎŎŜƴŘŀƴǘ ƻŦ 9ŀǎǘ DŜǊƳŀƴȅΩǎ 
communists and expanded westward by attracting disgruntled Social Democrats. Although the 
ǇŀǊǘȅ ŜǎǇƻǳǎŜǎ άŘŜƳƻŎǊŀǘƛŎ ǎƻŎƛŀƭƛǎƳέ ƛǘ harbours some groups that seem unsure about 
democracy. It has seats in 13 state legislatures and has helped govern, mostly pragmatically, 
three eastern states. The federal agency has been watching it since 1995. 
 
http://www.economist.com/node/21546060 
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Scott LudlamΣ DǊŜŜƴǎ ǎŜƴŀǘƻǊ Χ ά²ŜΩǾŜ ŀƭǊŜŀŘȅ ǘŀƪŜƴ ǎƻƳŜ ǇǊŜǘǘȅ ŘŀƴƎŜǊƻǳǎ ǎǘŜǇǎ Χ 
ǘƻǿŀǊŘǎ ǘƘŜ ǎǳǊǾŜƛƭƭŀƴŎŜ ǎǘŀǘŜΦέ 
  
LAW enforcement and government departments are accessing vast quantities of 
phone and internet usage data without warrants, prompting warnings from the 
DǊŜŜƴǎ ƻŦ ŀ ƎǊƻǿƛƴƎ έǎǳǊǾŜƛƭƭŀƴŎŜ ǎǘŀǘŜέ ŀƴŘ Ŏŀƭƭǎ ōȅ ǇǊƛǾŀŎȅ ƎǊƻǳǇǎ ŦƻǊ ǘƛƎƘǘŜǊ 
controls. 
 
Figures released by the federal Attorney-DŜƴŜǊŀƭΩǎ 5ŜǇŀǊǘƳŜƴǘ ǎƘƻǿ ǘƘŀǘ ŦŜŘŜǊŀƭ ŀƴŘ 
state government agencies accessed telecommunications data and internet logs more 
than 250,000 times during criminal and revenue investigations in 2010-11. 
The Greens senator Scott Ludlam highlighted the statistics while calling for tighter 
controls on access to mobile device location information 
 
http://www.theage.com.au/technology/technology-news/police-spy-on-web-phone-usage-with-
no-warrants-20120217-1tegl.html 
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http://www.theregister.co.uk/2011/10/17/verizon_privacy/  
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Mobile carriers responded to a staggering 1.3 million law enforcement requests last year for 
subscriber information, including text messages and phone location data, according to data 
provided to Congress. 

Nine mobile phone companies forwarded the data as part of a Congressional privacy probe 
brought by Rep. Edward Markey, (D-Massachusetts), who co-chairs the Congressional Bi-partisan 
Privacy Caucus. 

The number of Americans affected each year by the growing use of mobile phone data by law 
enforcement could reach into the tens of millions, as a single request could ensnare dozens or 
even hundreds of people. Law enforcement has been asking for so-called άŎŜƭƭ ǘƻǿŜǊ ŘǳƳǇǎέ ƛƴ 
which carriers disclose all phone numbers that connected to a given tower during a certain 
period of time. 

So, for instance, if police wanted to try to find a person who broke a store window at an Occupy 
protest, it could get the phone numbers and identifying data of all protestors with mobile 
phones in the vicinity at the time τ and use that data for other purposes. 

- http://www.wired.com/threatlevel/2012/07/massive-phone-surveillance/ 
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Google has designed a special Orkut admin tool for deleting or blocking illegal 
content, and given Brazilian police access to this tool. This means that if you're 
on Orkut and you say something that in Brazil could be considered illegal (such 
as celebrity gossip, Consumerist-style corporate bashing, mistreating animals), 
the Brazilian police can censor the community where this "illegal" speech is 
seen. 

- boingboing.net 

 

Never mind the bat signal - cops in India have been equipped with a sort of ñred 
phoneò e-mail address at Google.  The search engine giant, according to various 
Indian sources, wants to help put a stop to hate speech and other objectionable 
content thatôs been showing up on Orkut. 
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